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Trojan-SMS
AdWare
Trojan-Dropper
Trojan-Spy

Trojan
Trojan-Banker
Backdoor
Trojan-Downloader
Trojan-Ransom
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Country* %t
1 Russia 4.01
2 Australia 226
3 Ukraine 1.05
4 Uzbekistan 0.70
] Tajikistan 065
G The Republic of Korea 0.59
7 Kazakhstan 0.57
8 China 0.54
9 Belarus 0.47
10 Moldova 0.39
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1 O dlsO CStsHO

OWASP Mobile TOP 10: M8,M9,M10
Code Tampering / Reverse Engineering / Extraneous Functionality

public class DebugloggingFragment extends Fragment implements view$OnClickListener {
public static boolean enableSendBtn;
private EditText minput;
private Button mSendBtn;

static {
DebugloggingFragment.enableSendBtn = true;

public DebugloggingFragment() {
super();
1

public void enabelSendButton() {
DebugloggingFragment.enableSendBtn = true;
this.mSendBtn.setEnabled(true);
this.mSendBtn.setTextColor(-1};

b

public void onClick{'/iew arg7) {
DebugloggingFragment.enableSendBtn = false;
this.mSendBtn.setEnabledifalse);
this.mSendBtn.setTextColor(-12303292);
this.getActivity().startProgress(2131165417);
this.getactivity(). getAsyncTaskExecutor() submit("debug_logs_task", new HandleDebugloggingTaskithis.getActivity(}), new String[] {"debug_logs_task", this.minput. getText().toString()} );

b

public void onCreate(Bundle arg2) {
super.onCreate(arg2);
this.setRetaininstance(true);

b
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OWASP Mobile TOP 10: M8,M9,M10
Code Tampering / Reverse Engineering / Extraneous Functionality

package a.5

public final class a implements a.a, javaxa.a {

private static final Object b
private volatile javax.a.a c;
private volatile Object !

static {
boolean v0 = 'a.class. desiredAssertionStatus() 7 true : false;
a.a = v,
a.b = new Object();

¥

private aljavax.a.a arg2) {
super();
this.d = a.b;
if{la.2 && arg2 == null) {
throw new AssertionError(};

I

this.c = arg2;

I

public static javax.a.a aljavax.a.a argl) {
avl:
d.alargl)
if(!{argl instanceof a)) {
vl = new alargl);

I

return ((javax.a.alvl};
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*#*#856682583#*# BK - oTnagka BK - oTnaaka

HOBbIN KOHTAKT Oomen API

J106aBuTb K KOHTaKTY Homed OAuth
Ckauarb Bce COOBLEHNA B KA
NorwpoeaHue API W

0TnpasunTsL cooblLieHne
MaccoBoe ckayusaHue MY3bIKW

. Ckonuposartb B[] Ha /sdcard . .
»
)

Norwposanue LongPall
OuucTuTb xaw 20A

Language override
06HoBUTL perucTpaumio GCM
} ,_’ _ﬂ 3anuce noros & dain
[0 NoNHOro Nepesanycka NPUNoMeHna Ckonuposats push token
4 ‘ 6
3aBepwmTs NpoLiecc 06HoBUTL Google Now
Tect yeegomneHnus o 1P i TecToBoe nafeHue
* A # TecT owwbku need_validation
= OTKNIOYUTL peknamy
a3 a Tect owwbku captcha HeBuaumka
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