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˽͔ͪͦͭ͟· -͔͒ͫΎ͙ͭ͟ 
͔ͦͭ;͔͍͔ͫͭͤͤ·ͻ ͙ ͔͊ͪͯ͋͗ͤ͘·ͻ 
͙ͣͦ͋͡Έͤ·ͻ ͙ ͍͔͋-͙͔͙͚ͨͪͦ͗ͤ͡Σ 
͔͙ͫͪ͒ ͦͭͦͪ͟·ͻΥ
Å ͣͦ ͙͋͡Έͤ·͚ ͙͎͋͊ͤͤ͟Σ
Å͔͔͔ͣͫͫͤ͒͗ͪ·Σ
Å͙͔ͫͫͭͣ· ͎ͯͣͤͦͦ ͒ͦͣ͊Φ

Å ˢ͙ͫͨͪ͊ͤͭ ́˥̂
Å ͔̏ͫͨͪͭ͟

Positive Technologies
Å Ethical Hacker
Å ͔̉ͤ͡ ͦͣ͊ͤ͒͟· SiBears

˸͙͙͎ͦͤͭͦͪͤ 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘

MaxPatrol, 
MaxPatrolSIEM

ˤ·Ύ͍͔͙͔ͤ͡ 
͍͔͍ͪ͒ͦͤͦͫͦ

PT MultiScanner

˿͔͊ͤͪ͟ ͯΎ͍͙͔͚ͣͦͫͭ͘
XSpider

˭͊΅͙ͭ͊ ͙͔͙͚ͨͪͦ͗ͤ͡
PT Application 
Inspector, PT 

Application Firewall

ˤ·Ύ͍͔͙͔ͤ͡ ͊ͭ͊͟ ͤ͊ 
͔͔ͭͦͣ͟͡·͙ ˢ˿̂́˽

PT ISIM, PT SS7 
Attack Discovery

ˢ͙ͤ͊͘͡ 
͊͘΅͙΅͔͙ͤͤͦͫͭ ͙ 
͔͙͍͙͔ͭͫͭͪͦ͊ͤ ͤ͊ 
͙͍͔͙͔ͨͪͦͤͤͦͤ͟

͔͙̏ͫͨͪͭ͊͘͟ ͍ 
͍ͦͨͪͦͫ͊ͻ ˮˣ

R&D ͼ͔ͤͭͪ· ͍ N 
͎ͦͪͦ͒͊ͻ ˾͙͙ͦͫͫ ͙ 
͔͊ͪͯ͋͗͘ΈΎ

˿͍·΄͔ мллл 
͙͔͍ͤͭͦ͟͡ ͔͔͋ͦ͡ ;͔ͣ 
͙͘ ол ͫͭͪ͊ͤ ͙ͣͪ͊

͔̉ͣ ͔΅͔ ͣͦ͗ͤͦ ͊ͤ͘ΎͭΈͫΎ ͔͋ͦͣͯ͡ ͻ͔͊ͪͯ͟Κ



ʏʪʦ ʪʘʢʦʝ ʙʝʟʦʧʘʩʥʦʩʪʴ?



ɹʝʟʦʧʘʩʥʦʩʪʴ ʠ ʟʘʱʠʱʝʥʥʦʩʪʴ
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˹͔ ͋·͍͔͊ͭ ͫͺ͔͙ͪ;͔͚ͫͦ͟ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͍ 
͍͔͊ͯͯͣ͟Φ ˹͔͍ͦͣͦ͗ͤͦ͘ ͊͘΅͙͙ͭͭΈͫΎ ͦͭ ͍͔͎ͫͦΦ

˭͊΅͙΅͔ͤͤͦͫͭΈ ͣͦ͗ͤͦ ͙͍ͪ͊ͫͫͣ͊ͭͪ͊ͭΈ ͭͦ͡Έͦ͟ 
͍ ͪ͊ͣ͊͟ͻ ͔͚ͤͦͭͦͪͦ͟ ͔͙ͣͦ͒͡ ͤ͊ͪͯ΄͙͔ͭ͡ΎΦ

˻͒ͤͦ ͙ ͭͦ ͔͗ ͍͚͍ͫͦͫͭͦ ͙͔ͫͫͭͣ· ͔ͣͦ͗ͭ ͋·ͭΈ 
ͯΎ͍͙ͣͦͫͭ͘ΈΌ ͍ ͚ͦ͒ͤͦ ͔͙ͣͦ͒͡ ͤ͊ͪͯ΄͙͔ͭ͡ΎΣ 
͙͋ͦ͡ ͦ͋·;͚ͤͦ ͺͯͤ͟ͼ͙ͦͤ͊͡ΈͤͦͫͭΈΌ ς͍  
͎͚͒ͪͯͦΦ



ɹʝʟʦʧʘʩʥʦʩʪʴ ʠ ʟʘʱʠʱʝʥʥʦʩʪʴ
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˽͙͔ͪͣͪ
˸͔͔͔ͫͫͤ͒͗ͪ ͒͡Ύ iOS͙ͫͨͦ͡Έ͔ͯͭ͘ ͔ͦͭͨ;͊ͭͦ͟ ͨ͊͡Έͼ͊ 
͒͡Ύ ͒ͦͫͭͯͨ͊ ͟ ͦͤ͟ͺ͙͔͒ͤͼ͙͊͡Έ͚ͤͦ ͔͔͙͔ͨͪͨͫ͟Φ

˸͔ͦ͒͡Έ 1.
˭ͦͯͣ͡·΄͔͙ͤͤ͟͡Υ ͤ͊΄͔͒΄͙͚ 
͔͔ͭ͡ͺͦͤΣ ͫ ͙͙ͤͣ͘͟ 
͔ͭͻ͙ͤ;͔͙ͫͣ͟ ͍͔ͯͪͦͤͣ

˸͔ͦ͒͡Έ 2.
˭ͦͯͣ͡·΄͔͙ͤͤ͟͡Υ ͔͗ͤ͊ κ ͔͍͒ͯ΄͊͟

̂Ύ͍͙͙ͣͦͫͭ͘ ͔ͤͭ ̂Ύ͍͙ͣͦͫͭ͘Έ ͔ͫͭΈ



ɸʪʘʢʘ
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ˬ͔͍ͪͭ͊

˭ͦͯͣ͡·΄͔͙ͤͤ͟͡

̂Ύ͍͙ͣͦͫͭ͘Έ

͎̂ͪͦ͊͘



ʅʘʜʦ ʣʠ ʟʘʱʠʱʘʪʴ 
ʤʦʙʠʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ?



ʇʣʶʩʳ ʠ ʤʠʥʫʩʳ ʙʝʟʦʧʘʩʥʦʩʪʠ
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ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͙ ͙ͫͭͦͣͦͫͭΈ ͔ͨͪͦͭ͊͟
Å˨͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͪ͊ͫͻͦ͒· ͤ͊ ͊ͪͻ͙͔ͭͭͯͪͯ͟ ό͔͔͍ͫͭͯΌΣ ͙͔͙ͨͪͦ͗ͤ͡ΎΣ Χύ
Å˨͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͪ͊ͫͻͦ͒· ͤ͊ ͔ͫͨͼ͙͙͍͊ͫͭͦ͡
Ǻ͔͙͍͙ͫͭͪͦ͊ͤΎ ͤ͊ ͙͍͔͙͔ͨͪͦͤͤͦͤ͟ ͙ ͙͊ͤ͊͘͡· ͊͘΅͙΅͔͙ͤͤͦͫͭ

˻;͔͍͙͒ͤ·͚ ͨ͡Όͫ ς͋ ͔ͦͨ͊ͫͤͦͫͭ͘ΈΦ ˹ͦ ͔ͫͭΈ ͙ ͙ͣͤͯͫ·Φ ́͊͟ ͤͯ͗ͤ͊ ͙͡ ͔͋ͦͨ͊ͫͤͦͫͭ͘ΈΚ 

ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͙ ͍͔ͪͣΎ ͙ͪ͊ͪ͊͋ͦͭ͘͟
Å˹͔ͯ͗ͤ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͚ ͦ͒͟ ͒͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͙͙͙ͨͦͭ͟͡ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘
Å˨͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͊͒͊͘;͙Υ ͍͔͔͙͔ͨͪͦ͒ͤ ͙͊ͤ͊͊͘͡ ͊͘΅͙΅͔͙ͤͤͦͫͭ

ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͙ ͍ͯ͒ͦ͋ͫͭͦ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ
Å˸͔ͤΎͭΈ ͨ͊ͪͦ͡Έ ;͊ͫͭͦ ςͤ ͔ ͯ͒ͦ͋ͤͦ
Åˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͚͙͚ͫͭͦ͟ ͨ͊ͪͦ͡Έ ςͤ ͔ ͯ͒ͦ͋ͤͦ
Åˤ͍͙ͦ͒ͭΈ ͨ͊ͪͦ͡Έ ς͡ ͔ͤΈ 



ʆʮʝʥʢʘ ʨʠʩʢʦʚ
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ˤ͔ͪͦΎͭͤͦͫͭΈΥ
Å˴͙ͦ͡;͔͍ͫͭͦ ͦͯͣ͘͡·΄͔͙͍ͤͤͦ͟͡ ͙ ͙ͻ 
͙͍ͣͦͭ·
Åˮͻ ͔ͭͻ͙ͤ;͔͙͚ͫ͟ ͍͔ͯͪͦͤΈ ͙ ͙ͻ 
͍͙ͦͣͦ͗ͤͦͫͭ͘
Å˽ͪͦͫͭͦͭ͊ ͔͙ͦ͋ͤ͊ͪͯ͗ͤΎ ͯΎ͍͙͙ͣͦͫͭ͘
Å˿ͦ͗ͤͦͫͭ͡Έ Ήͫͨͯ͊ͭ͊͟͡ͼ͙͙
Åˤͦ ͣͦ͗ͤͦͫͭ͘Έ ͙ͦ͋ͤ͊ͪͯ͗ͭΈ ͊ͭ͊ͯ͟

̂΅͔ͪ͋Υ
Å̂΅͔ͪ͋ ͦͤ͟ͺ͙͔͒ͤͼ͙͊͡Έ͙ͤͦͫͭΣ 
ͼ͔͙ͦͫͭͤͦͫͭ͡ ͙ ͙͒ͦͫͭͯͨͤͦͫͭ ͙ͤͺͦͪͣ͊ͼ͙͙
Å͙͍̅ͤ͊ͤͫͦ·͔Σ ͔ͪͨͯͭ͊ͼ͙ͦͤͤ·͔͔͙ͨͦͭͪ

˾͙ͫ͟ Ґ 
ˤ͔ͪͦΎͭͤͦͫͭΈ 
ϝ ̂΅͔ͪ͋



ʅʝʤʥʦʛʦ ʩʪʘʪʠʩʪʠʢʠ



ʄʦʙʠʣʴʥʳʝ ʪʨʦʷʥʳ
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˴ͪ͊ͭͤ·͚ ͪͦͫͭ ͭͪͦΎ͍ͤͦ-͍·͎͔͔͚ͣͦ͊ͭ͡ ͊͘ нлмс ͎ͦ͒ ͨͦ 
͍͔͙ͫͪ͊ͤͤΌ ͫ нлмр ͎ͦ͒ͦͣ

˾͙͚͙͔ͦͫͫͫ͟ ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ;͊΅͔ ͎͙͒ͪͯͻ ͍ͫͭ͊ͤͦΎͭͫΎ 
͔͍͙͗ͪͭ͊ͣ ͭͪͦΎ͍ͤͦ-͔͍͋͊ͤͪͦ͟.

˿͙͙ͭ͊ͭͫͭ͊͟ ͦͭ Kaspersky Lab



ʋʷʟʚʠʤʦʩʪʠ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ
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˿͙͙ͭ͊ͭͫͭ͊͟ ͦͭ Positive Technologies

˽͙͔͙ͪͦ͗ͤ͡ΎΣ ͔ͫͦ͒ͪ͗͊΅͙͔ ͻͦͭΎ ͋· ͦ͒ͤͯ ͯΎ͍͙ͣͦͫͭ͘Έ ͍·͚͔͔͙ͫͦͦͫͭͨͤ͟ ͙ͪͫ͊͟

˸͙ͦ͋͡Έͤ·͚ ͙͎͋͊ͤͤ͟ ͒͡Ύ iOS
˸͙ͦ͋͡Έͤ·͚ ͙͎͋͊ͤͤ͟ ͒͡Ύ Android

˸͙ͦ͋͡Έͤ·͚ ͙͎͋͊ͤͤ͟ ͒͡Ύ iOS
˸͙ͦ͋͡Έͤ·͚ ͙͎͋͊ͤͤ͟ ͒͡Ύ Android

˸͙ͦ͋͡Έͤ·͚ ͙͎͋͊ͤͤ͟ ͒͡Ύ iOS
˸͙ͦ͋͡Έͤ·͚ ͙͎͋͊ͤͤ͟ ͒͡Ύ Android

˽͙͔͙ͪͦ͗ͤ͡ΎΣ ͔ͫͦ͒ͪ͗͊΅͙͔ ͻͦͭΎ ͋· ͦ͒ͤͯ ͯΎ͍͙ͣͦͫͭ͘Έ ͔͔͚͔͔͙ͫͪ͒ͤͫͭͨͤ ͙ͪͫ͊͟

˽͙͔͙ͪͦ͗ͤ͡ΎΣ ͔ͫͦ͒ͪ͗͊΅͙͔ ͻͦͭΎ ͋· ͦ͒ͤͯ ͯΎ͍͙ͣͦͫͭ͘Έ ͙͚͔͔͙ͤͦͫͭͨͤ͘͟ ͙ͪͫ͊͟



Attack Surface: 
ʢʫʜʘ ʩʤʦʪʨʠʪ ʤʦʙʠʣʴʥʳʡ 

ʭʘʢʝʨ



˸͙ͦ͋͡Έͤ·͚ ͻ͔͊ͪ͟ ͙ͫͣͦͭͪͭ ͤ͊ ͍͖ͭͦ ͙͔͙͔ͨͪͦ͗ͤ͡Σ 
͊͟͟ ͤ͊ ͍͔ͤͦͤΈ͙͚͟ Ferrari

TIME TO COOK SOME 

EXPLOITS
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˸͙ͦ͋͡Έͤͦͣͯ ͙͔͙ͨͪͦ͗ͤ͡Ό ͔͒ͦͫͭͯͨͤ ΄͙͙͚ͪͦ͟ 
͔ͫͨͭͪ͟ ͔ͭͻ͎͙͚ͤͦͦ͡Υ
Å͔ͣͦ͗ͭ ͙͔ͣͭΈ ͙͔ͤͭ͟͡-͔͍͔ͫͪͪͤͯΌ ͊ͪͻ͙͔ͭͭͯͪͯ͟
Å͔͔ͤͪ͒ͦ͟ ͙͔͔ͣͭ ͍ͦͣͦ͗ͤͦͫͭ͘Έ ͒͡Ύ 
͍͙͔͚͍͙͊ͣͦ͒ͫͭ͘Ύ ά͙͔ͤͭ͟͡-͙͔ͤͭ͟͡έ

Å͔ͪ͊͋ͦͭ͊ͭ ͚ͦͤ͊ͤ͡ ͙ ͦͺ͚͊ͤ͡
Å͔ͣͦ͗ͭ ͙͔ͣͭΈ ͒ͦͫͭͯͨ ͟ ͒͊ͤͤ·ͣ ό̅˿Σ ˣ˨ύΣ 
͔͔͙ͭͦͣͣͯͤ͊͟͟͡ͼ͙Ύͣ ό.¢Σ оDΣ Wi-Fi, NFC, GPS), 
͚͍ͯͫͭͪͦͫͭ͊ͣ ό͔͊ͣͪ͊͟Σ ͙ͣͪͦ͟ͺͦͤΣ ͙͙͒ͤ͊ͣ͟ύ

Å͔ͣͦ͗ͭ ͍͙͔͚͍͍͊ͣͦ͒ͫͭͦ͊ͭ͘Έ ͫ ͎͙͙͒ͪͯͣ 
͙ͣͦ͋͡Έͤ·͙ͣ ͙͔͙ͨͪͦ͗ͤ͡Ύ͙ͣ

˻ͭͯ͒͊͟ ͗͒͊ͭΈ ͯ͒͊ͪΚ



ɻʜʝ ʥʘʭʦʜʠʪʩʷ ʘʪʘʢʫʶʱʠʡ?
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͔̂͒͊ͤͤ͡·͚ ͤ͊ͪͯ΄͙͔ͭ͡Έ
Å˹͊ ͔͍͔͔ͫͪͪ
Å˹͊ ͎͒ͪͯͦͣ ͙͔͔ͤͭ͟͡
Åˤ ͔͊ͤ͊͟͡ ͍ͫΎ͙͘

˶ͦ͊͟͡Έͤ·͚ ͤ͊ͪͯ΄͙͔ͭ͡Έ
ǺͪͦΎͤ·
Å˽͙͔͙ͪͦ͗ͤ͡Ύ ͫ ͙͊͊͒͊ͣ͘͟͟͡

˹͊ͪͯ΄͙͔ͭ͡Έ ͫ ͺ͙͙͘;͔͙ͫͣ͟ ͒ͦͫͭͯͨͦͣ ͟ ͚͍ͯͫͭͪͦͫͭͯ
Å˴ͪ͊͗͊ ͙͙͡ ͔ͯͭͪΎ
Å˴͍͔͔ͪ͊ͭͦͪͣͤͤ͟·͚ ͒ͦͫͭͯͨ



ʈʘʩʧʨʦʩʪʨʘʥʸʥʥʳʝ ʦʰʠʙʢʠ



ɿʘʱʠʪʘ ʢʦʜʘ

ptsecurity.com

͙͙́ͨ;ͤ·͔ ͦ΄͙͙͋͟Υ
ˤͦͣͦ͗ͤͦͫͭ͘Έ ͔͔͍͙ͨͪͨ͊ͦ͟͟
Å˽͔͔͍͙͎ͪͨ͊ͦ͊ͪ͟͟ ͒͡Ύ ͨͦͯ͡;͔͙ͤΎ ͔͋ͫͨ͊ͭͤ͡·ͻ ζ͍͊ͣ͊ͦ͘͡η
Å˽͔͔͍͍͎ͪͨ͊ͦ͊͋͊ͤͦͫͦͦ͟͟͟͟ ͙͔͙ͨͪͦ͗ͤ͡Ύ ͒͡Ύ ζͺ͙΄͙͎ͤ͊η

˶͙΄ͤΎΎ ͺͯͤ͟ͼ͙ͦͤ͊͡ΈͤͦͫͭΈ
Å˻ͭ͊͒ͦ͡;ͤ͊Ύ ͺͯͤ͟ͼ͙ͦͤ͊͡ΈͤͦͫͭΈ ό*#*#856682583#*#*)
Å̅ͯͤ͟ͼ͙ͦͤ͊͡ΈͤͦͫͭΈ ζ͍ ͔ͪ͊ͪ͊͋ͦͭ͘͟η

˿͊͋ͦͫͭ͡Έ ͟ reverse engineering
Å˴͡Ό;͙ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͍ ͔ͦ͒͟
Åˢ͔͙ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·͔͒͊ͤͤ·͔ ͙ ͔͍͔ͫͪͪͤ·͔ ͙ͨͯͭ
Åˮ͔ͣͤ͊ ͍͊ͫͫͦ͟͡Σ ͔͍ͣͭͦ͒ͦ ό͍ ͭͦͣ ;͙͔ͫ͡ ͍ ͦͭ͊͒ͦ͡;ͤ·ͻ 
ͫͭͪͦ͊͟ͻύ

˭͊΅͙ͭ͊Υ
Åˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͦ͋ͺͯͫ͊ͭͦͪ͟·
Å˹͔ ͊͘΄͙͍͊ͭΈ ͍ ͦ͒͟ ;͍͍͙͔ͯͫͭͭ͡ΈͤͯΌ ͙ͤͺͦͪͣ͊ͼ͙Ό
Å˽ͦͫͭͦΎͤͤͦ ͍͔ͫͦͪ΄͔͍͍ͤͫͭͦ͊ͭΈ ͊͘΅͙ͭͯ ͦ͒͊͟

OWASP Mobile TOP 10: M8,M9,M10
Code Tampering / Reverse Engineering / Extraneous Functionality
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OWASP Mobile TOP 10: M8,M9,M10
Code Tampering / Reverse Engineering / Extraneous Functionality
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ptsecurity.com

OWASP Mobile TOP 10: M8,M9,M10
Code Tampering / Reverse Engineering / Extraneous Functionality
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OWASP Mobile TOP 10: M8,M9,M10
Code Tampering / Reverse Engineering / Extraneous Functionality



ʅʝʙʝʟʦʧʘʩʥʦʝ ʭʨʘʥʝʥʠʝ ʜʘʥʥʳʭ
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͙͙́ͨ;ͤ·͔ ͦ΄͙͙͋͟Υ
Å˿ͦͻ͔͙͔ͪ͊ͤͤ ͒͊ͤͤ·ͻΣ ͎ͦ͒͊͟ ͣͦ͗ͤͦ ͔ͤ ͫͦͻͪ͊ͤΎͭΈ
Å˿ͦͻ͔͙͔ͪ͊ͤͤ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙ͦͤͤ·ͻ͒͊ͤͤ·ͻ ͍ ͦͭͪ͟·ͭͦͣ ͍͙͔͒
Å˿ͦͻ͔͙͔ͪ͊ͤͤ ͟͡Ό;͔͚ ΄͙ͺ͍͙ͪͦ͊ͤΎ ͪΎ͒ͦͣ ͫ 
͊͘΄͙ͺ͍ͪͦ͊ͤͤ·͙ͣ ͒͊ͤͤ·͙ͣ

Å˿ͦͻ͔͙͔ͪ͊ͤͤ ͺ͚͍͊ͦ͡ ͍ ͦ͋΅͔͒ͦͫͭͯͨͤ·ͻ ͎͊ͭ͊ͦ͊͟͡ͻ
Å˿ͦͻ͔͙͔ͪ͊ͤͤ Cookie ͍  ͔ͦͣͨͦͤͤͭ͊͟ͻ WebView

OWASP Mobile TOP 10: M2
Insecure Data Storage


